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Abstract. Root cause analysis aims to identify the mechanisms respon-
sible for anomalies in complex dynamical systems. In this paper, we study
root cause analysis in linear time-series through the lens of difference
graph discovery. We focus on effect-defying root causes, corresponding
to variables whose causal coefficients change between a normal and an
anomalous regime. We formalize this problem using linear discrete-time
dynamic structural causal models and adapt several methods originally
introduced for discovering difference graphs between two populations to
the time-series setting, where the two populations are replaced by a nor-
mal and an anomalous regime. We first evaluate the proposed approaches
on simulated data, and then demonstrate their practical relevance on
real-world datasets from IT monitoring and intensive care monitoring.
Our results show how difference graph discovery can help localize causal
mechanisms responsible for anomalous behavior.

Keywords: difference graphs · root cause analysis · time-series.

1 Introduction

Root cause analysis is a central task in many scientific and industrial domains,
where the goal is to identify the mechanisms responsible for observed changes
in a system. In climate science, for instance, understanding the drivers of ex-
treme events or long-term shifts is crucial for prediction and policy-making [9].
In IT monitoring, root cause analysis supports the diagnosis of system failures
and performance degradation, enabling faster and more reliable interventions [4].
Similarly, in healthcare, identifying the causes of adverse events or changes in
patient trajectories can have important clinical implications, for example in in-
tensive care or nephrology settings [14,11,17,1].

In parallel, there has been growing interest in methods that learn differences
between two environments [28,10,18,8,7]. These approaches, often referred to as
difference graph discovery methods, aim to identify changes in dependency or
causal structures across datasets. Although they have been studied in several
settings, their potential for root cause analysis remains largely unexplored.

In this paper, we investigate how difference graph discovery can be leveraged
for root cause analysis in a linear setting. A key limitation of existing methods is



2 A. Ruer et al.

that they are mostly designed for static data, whereas many real-world systems
evolve over time. We therefore extend difference graph discovery methods to
the time-series setting, allowing them to capture dynamic changes in causal or
dependency structures between a normal and an anomalous regime. More specif-
ically, we extend DCI [28] and LDiffPC [8,7], and provide theoretical guarantees
for their correctness in the time-series setting.

We highlight that these methods are naturally suited to detecting certain
types of root causes, in particular effect-defying root causes, corresponding to
variables whose causal coefficients change between a normal and an anoma-
lous regime [4,1]. We then empirically evaluate the proposed extensions on both
simulated and real-world datasets. For the real-world evaluation, we consider a
dataset from IT monitoring as well as a dataset from intensive care monitoring.
These experiments assess the practical relevance of difference graph discovery
for root cause analysis and illustrate its potential across different application
domains.

The remainder of the paper is organized as follows. Section 2 introduces the
necessary preliminaries. Section 3 reviews related work. Section 4 presents the
time-series extensions of the considered difference graph discovery algorithms.
Section 5 discusses how these algorithms can detect effect-defying root causes.
Section 6 reports experiments on simulated data and apply the proposed meth-
ods to IT monitoring and intensive care monitoring data, respectively. Finally,
Section 7 discusses the results and concludes the paper. All proofs are pro-
vided in Appendix. The implementation of the extended time-series difference
graph methods, together with the code used for the experiments is available at
https://github.com/CIPHOD/pyCIPHOD/tree/main/reproducibility/ecmlp
kddcaesar2026.

2 Background

We consider multivariate time-series V evolving according to an unknown linear
discrete-time dynamic structure causal model (DT-DSCM) [22,4], denoted by
M, such that ∀Yt ∈ V, Yt =

∑
Xt−ℓ∈V αXt−ℓ,Yt

Xt−ℓ + εYt
, where αXt−ℓ,Yt

̸= 0
only if Xt−ℓ is a direct cause of Yt and εYt

is an exogenous noise term. Variables
with a temporal subscript, such as Yt or Xt−ℓ, denote time-indexed endogenous
variables. When referring to an entire time-series, we omit the temporal subscript
and write Y or X. The DT-DSCM governs the temporal and causal dependencies
among the variables in V. The model respects temporal ordering, meaning that
a variable Xt cannot cause Yt−ℓ for any ℓ > 0, while allowing instantaneous
relations, so that Xt can directly cause Yt. In this paper we assume that there
is no unmeasured confounding, an assumption known as causal sufficiency.

Assumption 1 (Causal sufficiency) All noise terms are mutually indepen-
dent and each noise term can affect only one observed variable.

We consider the presence of two regimes N and N̄ , corresponding to two
different conditions of the system, namely, N represents the normal regime and

https://github.com/CIPHOD/pyCIPHOD/tree/main/reproducibility/ecmlpkddcaesar2026
https://github.com/CIPHOD/pyCIPHOD/tree/main/reproducibility/ecmlpkddcaesar2026
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Fig. 1: FT-DAG with a regime change at time t and ℓmax = 1. The vertices
highlighted in orange are affected by a change in its causal mechanism; in this
example, the time-series Y is an effect-defying root cause. We consider two set-
tings depending on how the causal mechanism of Y changes: (i) Setting R, where
only the red edges are changed, and (ii) Setting RB, where both the red and blue
edges are changed. Note that the causal mechanism can also be changed through
a lagged mechanism, such as Yt−1 → Zt, where Z would be the root cause.

N̄ represents the anomalous regime. Throughout the paper, we assume that the
observations have been assigned to either the normal or the anomalous regime
before applying the difference graph discovery methods. This assumption is stan-
dard in both the difference graph discovery literature, where the generating
regime is assumed to be known, and the root cause analysis literature, where
anomalous observations are assumed to be identified beforehand, as is the case
for all methods reviewed in Section 3. In the following, we use superscripts to
indicate the regime associated with a given object. For example,MN̄ , αN̄

Xt−ℓ,Yt
,

and εN̄Yt
denote, respectively, the DT-DSCM in the anomalous regime, the causal

coefficient from Xt−ℓ to Yt in the anomalous regime, and the exogenous noise of
Yt in the anomalous regime. Within each regime the underlying DT-DSCM is
assumed to be causally stationary.

Assumption 2 (Causal stationarity) Within each regime, for each variable
Yt, the coefficients αXt−ℓ,Yt

do not depend on t and the noise εYt
is identically

distributed over time.

In addition, we assume the existence of a finite maximal lag between causes
and their effects in the system, denoted by ℓmax, which is much smaller than the
total number of observed time points. In practice, we assume that this maximal
lag is provided by domain knowledge. More generally, the domain expert may
specify an upper bound on the true maximal lag, so that the chosen ℓmax is
greater than or equal to the actual maximal lag of the system.

Within each regime, the DT-DSCM induces a full-time directed acyclic graph
(FT-DAG), denoted by GN = (V,EN ) and GN̄ = (V,EN̄ ), where vertices cor-
respond to time-indexed variables and edges encode direct causal relationships
both within a time step and across successive time steps. In this paper, we use
several standard graphical notions. For instance, a vertex Xt−ℓ is a parent of
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Yt in G if Xt−ℓ → Yt in G, equivalently if αXt−ℓ,Yt
̸= 0. The set of parents of

Yt is denoted by Pa(Yt,G). Two vertices are adjacent if they are connected by
an edge in G. The skeleton of G, denoted by Skel(G), is the undirected graph
obtained from G by replacing every directed edge with an undirected edge while
preserving the same set of adjacencies.

For illustration, Figure 1 presents FT-DAGs corresponding to a normal and
an anomalous regime. In the normal regime, the system is governed by a fixed
stationary DT-DSCM, whereas in the anomalous regime it is governed by another
stationary DT-DSCM in which changes, relative to the normal regime, occur in
the direct effects on a specific variable Yt. Two settings are considered in this
figure. In the first one, referred to as Setting R, only the red edge from Xt to Yt

is modified across regimes. In the second one, referred to as Setting RB, both the
red and blue edges, from Xt to Yt and from Zt to Yt, are modified. These settings
will serve as running examples throughout the paper to clarify the behavior of
the proposed methods.

Under Assumption 2, the FT-DAG of each regime is fully characterized by the
relationships between variables within a window of size ℓmax + 1, as it repeats
this structure throughout the regime. Henceforth, V refers solely to variables
within this window; see Appendix for more details.

The main objective of this paper is to identify root causes. To relate observed
anomalies to changes in the causal system, we make the following assumption.

Assumption 3 (Anomalies) All anomalies observed in the anomalous regime
are induced by changes in the underlying DT-DSCM between the normal regime
N and the anomalous regime N̄ .

Under the above assumption, root causes are defined as variables whose changes
trigger and propagate anomalies throughout the system. At the finest level, such
changes occur at the micro, or time-indexed, level of the system, for instance
through a change in the mechanism of a variable Yt. However, under stationarity,
a change affecting Yt at the beginning of the anomalous regime may propagate
throughout the rest of the regime. Therefore, for simplicity and practical inter-
pretability, we define root causes at the macro, or time-series, level. That is, we
say that the time-series Y is a root cause, rather than referring to a specific time
point Yt. This is also consistent with many applications, where domain experts
are primarily interested in identifying which process is causing the malfunction-
ing, rather than the exact time at which the malfunctioning first appeared.

In DT-DSCMs, two types of root causes are commonly considered [1]. A
macro vertex Y is called an effect-defying root cause if there exist Yt ∈ Y and
Xt−ℓ ∈ Pa(Yt,GN ) such that the corresponding causal coefficient changes across
regimes, namely αN

Xt−ℓ,Yt
̸= αN̄

Xt−ℓ,Yt
. Similarly, Y is called a noise-defying root

cause if there exists Yt ∈ Y such that the noise distribution of Yt differs between
regimes, that is, εNYt

̸=d εN̄Yt
.

In this paper, we mainly focus on effect-defying root causes. Difference graphs
provide a natural tool for this task, as they aim to identify direct relationships
that differ between variables across two distributions or environments. While
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Fig. 2: FT-DFGs corresponding to the FT-DAG in Figure 1. The left panel shows
the FT-DFG for Setting R, where only the red edges in Figure 1 are changed.
The right panel shows the FT-DFG for Setting RB, where both the red and blue
edges in Figure 1 are changed.

difference graph methods have received increasing attention in the independent
and identical distributed (i.i.d.) setting, mostly to characterize differences be-
tween populations [28,10,18,8,2] rather than for root cause analysis, their role in
time-series root cause analysis remains largely unexplored. Here, we investigate
how such methods can be used to detect effect-defying root causes in linear dy-
namical systems by comparing normal and anomalous regimes. In the following,
we introduce difference graphs adapted to time-series and linear DT-DSCMs.

Definition 1 (Full-time Difference Graph). Consider two DT-DSCMsMN

and MN̄ . A Full-Time Difference Graph (FT-DFG) D = (V,E|N−N̄ |) between
MN and MN̄ , is a directed graph such that the set of vertices is identical to
the set of endogeneous variables inMN ,MN̄ and the set of edges is defined as:
E|N−N̄ | = {Xt−ℓ → Yt|∀(Xt−ℓ, Yt) ∈ V2 such that αN

Xt−ℓ,Yt
̸= αN̄

Xt−ℓ,Yt
}.

In general, FT-DFGs may contain cycles [2]. However, to simplify the prob-
lem, we assume in this paper that the FT-DFG is acyclic. This assumption is
commonly adopted by algorithms [28,10,18,8] that aim to fully or partially re-
cover FT-DFGs from data.

Assumption 4 (Common topological ordering) The graphs GN and GN̄
share a common topological ordering. That is, there exists a mapping π : V →
{1, . . . , |V|} such that π is a topological ordering of both GN and GN̄ , i.e., for
every directed edge Xt → Yt in either graph, π(Xt) < π(Yt).

Figure 2 illustrates the FT-DFGs associated with the two settings, R and
RB, from Figure 1.

3 Related Work

Existing root-cause analysis methods either rely on a predefined causal graph [5,16,4,1]
or first estimate causal relations from data [27,25,24,3,23]. Among the latter, Mi-
croCause [20] combines PCMCI [25] with a random-walk procedure, RCD [12]
uses a regime indicator, and T-RCA [29] combines a learned graph with anomaly
timing. There exists also approaches that focus on explaining one-point anoma-
lies or outliers [6,21,26] bur we consider those to be beyond the scope of this
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paper. Here we focus on collective anomalies and assume having access to sam-
ples from normal and anomalous regimes.

Our work builds on difference-graph discovery, which directly estimates how
causal mechanisms vary across environments. In particular, we focus on methods
that use equality tests to infer the FT-DFG.

– LDiffPC [8,7] is an algorithm for discovering a partially oriented graph in
linear non-dynamic structural causal models. It recovers the skeleton of the
graph by testing equality of regression coefficients across environments and
then orients edges using collider detection and Meek [19] propagation rules.

– DCI [28] is also designed to discover a partially oriented graph in linear
non-dynamic structural causal models. It recovers the skeleton using the
same procedure as LDiffPC. However, its orientation step differs: instead
of relying on separation sets and orientation rules, DCI orients edges by
exploiting changes in residual variances across environments.

There exists also other approaches that do not use equality tests. For instance,
MBGH [18] relies on covariance differences, while iSCAN [10] identifies changed
mechanisms in nonlinear additive-noise models through distributional invariance.
More details on related works is provided in Appendix.

4 Difference graph discovery: from static to time-series

In this section, we adapt existing difference graph discovery methods to the
time-series setting. The methods considered here do not return a fully oriented
FT-DFG, but rather a partially oriented graph. We denote the output of such
methods by D̂ = (V, Ê, Ê−), where V is the set of vertices, Ê is the set of directed
edges, and Ê− is the set of undirected edges.

In the following, σYt
denotes the standard deviation of the noise term εYt

. For
any conditioning set S, βN

Xt−ℓ,Yt|S denotes the coefficient of Xt−ℓ, and σN
Xt−ℓ,Yt|S

denotes the residual standard deviation, in the regression of Yt on {Xt−ℓ}∪S in
the normal regime. Similarly, βN̄

Xt−ℓ,Yt|S and σN̄
Xt−ℓ,Yt|S denote the corresponding

coefficient and residual standard deviation in the anomalous regime.

4.1 The tsLDiffPC algorithm

We begin with the extension of LDiffPC, which we denote by tsLDiffPC. tsLD-
iffPC proceeds in two steps. First, it estimates the FT-DFG skeleton by test-
ing equality of regression coefficients across regimes. More specifically, tsLD-
iffPC starts from a complete undirected graph over V and iteratively removes
edges between pairs of vertices Xt−ℓ and Yt whenever it finds a conditioning set
S ⊆ V\{Xt−ℓ, Yt} such that βN

Xt−ℓ,Yt|S = βN̄
Xt−ℓ,Yt|S. The size of the conditioning

set is increased progressively, following the PC strategy [27]. For each removed
edge, the corresponding separating set S is stored. Second, tsLDiffPC starts the
orientation phase by orienting lagged edges according to the temporal order. It



Root cause analysis based on difference graph discovery 7

Xt−1

Yt−1

Zt−1

Xt

Yt

Zt

Xt−1

Yt−1

Zt−1

Xt

Yt

Zt

Xt−1

Yt−1

Zt−1

Xt

Yt

Zt

Fig. 3: FT-DFGs recovered by the considered algorithms. The left panel shows
the output of tsLDiffPC in Setting R. The middle panel shows the output of
tsLDiffPC2 and tsDCIPC in Setting R. Under the variance-invariance condition
required by DCI, tsDCI recovers the same graph. The right panel shows the
output of tsLDiffPC, tsLDiffPC2, and tsDCIPC in Setting RB; under the same
condition, tsDCI recovers an identical graph.

then orients instantaneous edges using the standard LDiffPC collider-detection
rule: for any triple Xt−ℓ −Zt − Yt such that Xt−ℓ and Yt are not adjacent, if Zt

does not belong to the separating set stored for Xt−ℓ and Yt, the triple is ori-
ented as Xt−ℓ → Zt ← Yt. Finally, tsLDiffPC further orients edges by iteratively
applying Meek’s orientation rules until no additional orientation is possible. The
pseudocode is given in Appendix.

To ensure correct detection, tsDiffPC relies on the following two assumptions.

Assumption 5 (Diff-adjacency-faithfulness) Let D = (V,E) denote an FT-
DFG. If Xt−ℓ → Yt in E then for any subset S ⊆ V\{Xt−ℓ, Yt}, βN

Xt−ℓ,Yt|S ̸=
βN̄
Xt−ℓ,Yt|S.

Assumption 6 (Diff-orientation-faithfulness) Let D = (V,E) denote an
FT-DFG. Let (Xt−ℓ, Zt, Yt) be a triplet of vertices such that Xt−ℓ and Zt are ad-
jacent, Zt and Yt are adjacent, and Xt−ℓ and Yt are not adjacent. The following
holds:

– If Xt−ℓ → Zt ← Yt in D then for any subset S ⊆ V\{Xt−ℓ, Yt} that contains
Zt, βN

Xt−ℓ,Yt|S ̸= βN̄
Xt−ℓ,Yt|S.

– Otherwise, for any subset S ⊆ V\{Xt−ℓ, Yt} that does not contain Zt, βN
Xt−ℓ,Yt|S ̸=

βN̄
Xt−ℓ,Yt|S.

The two assumptions introduced above differ from those originally used in the
work introducing LDiffPC. In [7], the analysis relies on the stronger assumption
of diff-faithfulness, which establishes an exact correspondence between the equal-
ity of regression coefficients and diff-separation (a tool similar to d-separation [22]
but adapted to difference graphs). The analysis also requires an additional as-
sumption ensuring the symmetry of regression invariance. It was shown that
diff-adjacency-faithfulness and diff-orientation-faithfulness are jointly implied by
diff-faithfulness and the symmetry of regression invariance [7]. Here, we argue
that diff-adjacency-faithfulness and diff-orientation-faithfulness are sufficient on
their own to establish the correctness of the tsLDiffPC algorithm, as well as its
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extension to the time series setting. Further details on how Assumptions 5 and
6 relate to the assumptions used in [7] are provided in Appendix.

Theorem 1 establishes the correctness of tsLDiffPC under diff-adjacency-
faithfulness and the diff-orientation-faithfulness introduced above.

Theorem 1. Let D = (V,E) be the true FT-DFG and D̂ = (V, Ê, Ê−) be the
output of tsLDiffPC. If Assumptions 1,2,3,4, 5 and 6 are satisfied and we are
given perfect conditional equality information about all pairs of variables then
Skel(D̂) = Skel(D) and Ê ⊆ E.

Example 1. In Setting R, only a single edge entering Yt is modified across regimes.
Consequently, the corresponding FT-DFG contains only one changed edge, Xt →
Yt, as shown in Figure 2 (left). While LDiffPC correctly identifies the adjacency,
it lacks sufficient information to orient the edge, as neither temporal ordering,
collider detection, nor Meek’s orientation rules apply. As a result, the edge re-
mains unoriented in the output, shown in Figure 3 (left). In contrast, in Setting
RB, two incoming edges into Yt are modified across regimes. The resulting FT-
DFG contains an unshielded collider structure of the form Xt → Yt ← Zt, where
Yt is the common endpoint of the changed edges. In this case, LDiffPC exploits
its collider orientation rule to orient both edges toward Yt (Figure 3 right).

4.2 The tsDCI algorithm

The second algorithm, denoted tsDCI is a time-series extension of DCI. The
tsDCI algorithm proceeds in two steps. First, it estimates the FT-DFG skeleton
using the same procedure as tsLDiffPC. Lagged edges are oriented directly ac-
cording to temporal order, while instantaneous edges are oriented by testing the
invariance of residual variances across regimes. More precisely, tsDCI searches
for a conditioning set S such that σN

Xt|S = σN̄
Xt|S. If such a set S exists and

Yt /∈ S, the edge is oriented as Xt → Yt; if Yt ∈ S, it is oriented as Yt → Xt. The
procedure is repeated until no further orientation is possible. The pseudocode is
given in Appendix.

To ensure correctness, tsDCI requires, similarly to tsLDiffPC, the diff-adjacency-
faithfulness assumption. But for orientation, it relies on the following assumption
on residual variances, which is the temporal analogue of Assumption 4.2 in [28].

Assumption 7 (Var-orientation-faithfulness) (temporal analogue of Assump-
tion 4.2 [28]) For any node Xt−ℓ, Yt ∈ V it holds that:

– If αN
Xt−ℓ,Yt

̸= αN̄
Xt−ℓ,Yt

then for every S ⊆ V \ {Yt}, σN
Yt|S ̸= σN̄

Yt|S and
σN
Xt−ℓ|S∪{Yt} ̸= σN̄

Xt−ℓ|S∪{Yt}.

– If σN
Yt
̸= σN̄

Yt
, then σN

Yt|S ̸= σN̄
Yt|S for every S ⊆ V \ {Yt}.

Theorem 2 establishes the correctness of tsDCI under diff-adjacency-faithfulness
and the residual-variance assumption introduced above.
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Theorem 2. Let D = (V,E) be the true FT-DFG and D̂ = (V, Ê, Ê−) be the out-
put of tsDCI. If Assumptions 1,2,3,4,5 and 7 are satisfied and we are given per-
fect conditional equality information about all pairs of variables then Skel(D̂) =
Skel(D) and Ê ⊆ E.

Example 2. Similarly to tsLDiffPC, tsDCI recovers the adjacencies in both set-
tings R and RB. However, unlike tsLDiffPC, tsDCI can orient certain isolated
changed edges. For example in Setting R, if σN

Yt
= σN̄

Yt
, then Assumption 7 guar-

antees the existence of a conditioning set witnessing residual-variance invariance
for Yt. Consequently, tsDCI orients the edge toward Yt, thereby recovering the
true FT-DFG as shown in the middel panel of Figure 3.

4.3 The tsLDiffPC2 and the tsDCIPC algorithms

We also consider two augmented variants, tsLDiffPC2 and tsDCIPC. The main
idea behind these algorithms is to first apply a causal discovery method to the
normal data, and then leverage the inferred orientations by projecting them onto
the FT-DFG. To enable this step, we require the following additional assumption.

Assumption 8 (Anomalous subgraph) Let GN = (V,EN ) and GN̄ = (V,EN̄ )
denote the FT-DAGs associated with the normal and anomalous regimes, respec-
tively. It is assumed that EN̄ ⊆ EN .

This assumption is common in the root cause analysis literature and is no-
tably adopted by EasyRCA and SGRCA. An alternative would be to assume that
the normal graph is a subgraph of the anomalous graph and to apply tPC to the
anomalous regime instead. We focus on the former setting because anomalies
are more likely to modify existing mechanisms than to create entirely new ones,
and because the normal regime typically contains more observations, leading to
more reliable causal discovery.

The tsLDiffPC2 and tsDCIPC algorithms first run tsLDiffPC and tsDCI,
respectively, to obtain a partially oriented FT-DFG. Then apply tPC [27] to the
normal regime and estimate a partially oriented FT-DAG. As in the standard
PC algorithm [27], tPC removes edges by testing conditional independences and
subsequently orients the remaining edges using temporal order, the collider-
detection rule, and Meek rules. Finally, each undirected edge in D̂ is oriented
whenever tPC provides an orientation in ĜN . Since both methods rely on tPC,
they additionally require the assumptions underlying tPC.

Assumption 9 (Faithfulness in the normal regime) Let MN be the DT-
DSCM corresponding to the normal regime, with causal graph GN and distribu-
tion PN . All conditional independences in PN are implied by the causal Markov
property associated with GN , which states that each variable is independent of
its non-descendants given its parents.

Table 1 summarizes all assumptions required by each of the algorithms intro-
duced in this paper. The soundness of tsLDiffPC2 and tsDCIPC trivially follows
from the soundness of tsLDiffPC, tsDCI and tPC.
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Assumption tsLDiffPC tsLDiffPC2 tsDCI tsDCIPC

Linearity ✓ ✓ ✓ ✓
Sufficiency (As. 1) ✓ ✓ ✓ ✓
Stationarity (As. 2) ✓ ✓ ✓ ✓
Anomalies (As. 3) ✓ ✓ ✓ ✓
Order (As. 4) ✓ ✓ ✓ ✓
D. a. faithful. (As. 5) ✓ ✓ ✓ ✓
D. o. faithful. (Ass. 6) ✓ ✓
D. v. o. faithful. (As. 7) ✓ ✓
Subgraph (As. 8) ✓ ✓
Faithful. (As. 9) ✓ ✓

Table 1: Assumptions required by each algorithm for soundness.

Corollary 1. Let D = (V,E) be the true FT-DFG, A ∈ {tsLDiffPC2, tsDCIPC}
and D̂ = (V, Ê, Ê−) be the output of A. Under the assumptions required by A
in Table 1, and given perfect conditional equality information for all pairs of
variables, Skel(D) = Skel(D̂) and Ê ⊆ E.

Example 3. In Setting R, tsLDiffPC cannot orient the edge in the FT-DFG.
However, tsLDiffPC2 leverages orientations learned by tPC in the normal regime.
Since the corresponding FT-DAG contains a collider with non-adjacent extrem-
ities, tPC correctly orients the edge, and this orientation is subsequently trans-
ferred to the difference graph. In Setting RB, tsLDiffPC2 produces the same
output as tsLDiffPC. Similarly, tsDCIPC combines residual-variance-based ori-
entations with orientations obtained from tPC. Consequently, it correctly orients
the edge in both settings. The outputs of both algorithms are shown in Figure 3
(middle) for Setting R and in Figure 3 (right) for Setting RB.

5 Difference graph discovery for detecting root causes

Up to this point, we have not directly addressed the detection of root causes.
Once the FT-DFG has been estimated, root-cause detection follows naturally.

Under the assumptions of Table 1, every directed edge returned by an algo-
rithm A corresponds to a true changed edge in the FT-DFG. Hence, any variable
targeted by such an edge is a confirmed effect-defying root cause. In contrast,
an undirected edge Xt − Yt only implies that at least one of X or Y is a root
cause; we therefore refer to (X,Y ) as a pair of potential root causes.

To formalize these recovery guarantees, define the set of certain root causes
and the set of pairs of potential root causes as Ĉ :=

{
Y : ∃Xt−ℓ ∈ V, Xt−ℓ →

Yt ∈ D̂
}
, and ĈP :=

{
(X,Y ) : Xt−Yt ∈ D̂

}
. Corollary 2 establishes the recovery

guarantees for both sets.
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Corollary 2. Let C denote the set of effect-defying root causes, and let Ĉ and ĈP
be as defined above, for an algorithm A ∈ {tsLDiffPC, tsLDiffPC2, tsDCI, tsDCIPC}.
Suppose that the assumptions required by A, as specified in Table 1, are satisfied,
and we are given perfect conditional equality information for all pairs of vari-
ables. Then: Ĉ ⊆ C and ∀ (X,Y ) ∈ ĈP , [X ∈ C] ∨ [Y ∈ C]. Furthermore among
all the possible ways of selecting one variable from each pair in ĈP , there exists
a selection ĈS such that Ĉ ∪ ĈS = C.

The corollary implies that every detected root cause is a true root cause, i.e.,
Ĉ ⊆ C. However, not all root causes are necessarily identified with certainty, since
an undirected edge only indicates that only one of its endpoints is a root cause.
The second item guarantees that all such unresolved root causes are contained
in the set of potential root causes ĈP .

Example 4. In both settings R and RB, C = {Y }. On the left panel, tsLDiffPC
only identifies potential root causes : Ĉ = ∅ and ĈP = {(X,Y )} meaning that X
or Y is the root cause. In the middle panel tsLDiffPC2 and tsDCIPC directly
identifies the root cause, i.e. ĈP = ∅ so Ĉ = {Y } = C. For setting RB, all four
methods correctly identify the root cause, i.e. ĈP = ∅ and Ĉ = {Y } = C for
tsLDiffPC, tsLDiffPC2, and for tsDCIPC and tsDCI provided that σN

Y = σN̄
Y .

6 Experiments

In this section, we evaluate the proposed algorithms on both simulated and
real-world datasets. We compare tsLDiffPC, tsLDiffPC2, tsDCI, and tsDCIPC
against two root cause analysis methods, namely MicroCause and RCD. We
also consider naive extensions of existing graph discovery algorithms, namely
tsMBGH and tsiSCAN, derived from MBGH, iSCAN, and tPCUnion, which
estimates a temporal graph separately in each regime and compares direct effects
of the normal and anomalous regimes that are identified using the union graph.

For tsLDiffPC, tsLDiffPC2, tsDCI, and tsDCIPC, the skeletons are estimated
using a linear regression coefficient equality test across regimes. Edge orientations
in tsDCI and tsDCIPC are obtained through an F -test for equality of residual
variances across regimes. The tPC procedure used by tsLDiffPC2 and tsDCIPC
employs Fisher’s Z test for conditional independence testing. All other methods
are run with their default hyperparameters. All statistical tests are performed at
significance level α = 0.05, and in all algorithms, ℓmax is set to one. A sensitivity
analysis with respect to the significance level is provided in Appendix.

6.1 Simulated data

We evaluate the algorithms on simulated multivariate time-series data generated
from random finite-lag causal graphs. First, a random FT-DAG is sampled with
a predefined number of time-series (d ∈ {3, 5, 7, 9}), edge probability 0.3 and
ℓmax = 1. Edge coefficients are sampled uniformly from [0.2, 0.8] with random
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sign. To introduce anomalies, we consider three settings. In all cases, a target
vertex is selected as an effect-defying root cause, and its incoming edge coef-
ficients are modified while keeping the graph structure unchanged. In the first
setting, only one incoming edge to the target vertex is modified; in the second
setting, all incoming edges of the target vertex are modified; in the third setting,
all incoming edges to the target vertex are modified, and we additionally impose
that the target vertex has at least two parents. This last setting allows us to
focus on cases where tsLDiffPC has sufficient information to orient edges.

Time series are then simulated recursively from the corresponding linear
DT-DSCM with Gaussian noise. For each setting, we simulate 10 datasets. To
evaluate the different algorithms, we use the F1-score defined with respect to
the set of true root causes C and a set of predicted positives P, i.e., F1(C,P) =
2 |C∩P|
|C|+|P| , where two choices are considered for the set of predicted positives P:

P = Ĉ, where only confirmed root causes are considered; P = Ĉ ∪ ĈP where both
confirmed and potential root causes are considered.

Figure 4 shows that, when only confirmed root causes are considered, tsDCI
and tsDCIPC achieve the best overall performance in the first and second set-
tings. In contrast, tsLDiffPC often fails to orient the detected changed edges,
although tsLDiffPC2 improves its performance. In the third setting, tsLDiffPC
and especially tsLDiffPC2 become competitive with the DCI-based methods.
This setting is particularly favorable to tsLDiffPC, as multiple changed parents
are more likely to form unshielded colliders that facilitate edge orientation. When
potential root causes are also taken into account, the performance of tsLDiffPC
improves in all settings, confirming that its main limitation lies in the fact that
it discovers a partially oriented graph. Among the remaining methods, RCD is
the most competitive baseline, whereas tsMBGH, MicroCause, tPCUnion, and
especially tsiSCAN generally obtain lower F1-scores.

6.2 IT monitoring

We evaluate the algorithms on IT monitoring data, namely, on the Ingestion
dataset, introduced in [4]. The dataset was collected with a one-minute sam-
pling rate and contains eight time-series measured over normal and anomalous
operating periods. The time-series describe different activities of the ingestion
pipeline, including message preprocessing (PMDB), message routing (MDB),
metric extraction (CMB), database insertion (MB), updates of recent metric
values (LMB), merging with check-message information (RTMB), insertion of
historical status information (GSIB), and writing data to Elasticsearch (ESB).
Each value is computed by multiplying the number of messages processed by
the corresponding component during a 10-minute window by the average exe-
cution latency in that window, and then normalizing by the window length. A
visualization of the time series is provided in Appendix.

The dataset contains 100 anomalous observations and 1000 normal observa-
tions preceding the anomalous period. It was highlighted in [4] that according
to system experts two time-series were identified as root causes of the anoma-
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Fig. 4: Mean F1-score for nine methods as a function of the number of vertices
across three settings.

lies. The first corresponds to PMDB; however, based on the expert knowledge
discussed in [4], this time-series is not caused by any other observed time-series,
making it unlikely to be an effect-defying root cause. The second corresponds to
ESB, which is more plausibly an effect-defying root cause, as it was detected as
such by EasyRCA using data and the available background knowledge.

On this dataset, all tsLDiffPC-based and tsDCI-based algorithms inferred
the same graph, shown in Appendix. From this graph we can deduce that all
these algorithms detected the effect-defying root cause ESB, along with three
false positives. By contrast, tsMBGH did not detect any root cause, while tP-
CUnion and tsiSCAN identified all time-series as root causes (except RTMB for
tsiSCAN). Among the other baseline methods, RCD identified LMB, MB and
PMDB, whereas MicroCause detected CMB and PMDB. Overall, the tsLDiffPC-
based and tsDCI-based methods are the only approaches that consistently re-
cover ESB.

6.3 Intensive care monitoring

We illustrate the algorithms on a patient record from the MIMIC-IV Wave-
form Database [13], a publicly available critical care database of high-resolution
physiological signals from ICU patients. Nine variables are retained: mean arte-
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rial blood pressure (ABPm), mean pulmonary arterial pressure (PAPm), mean
umbilical arterial pressure (UAPm), heart rate (HR), ST-segment deviation on
leads V and III (ST-V, ST-III), central venous pressure (CVPm), respiratory rate
(RR), and oxygen saturation (SpO2). Since the raw signals are irregularly sam-
pled with missing values, all variables are first aligned onto a common time grid
via linear interpolation. Regime change detection is performed on ST-V using
the PELT algorithm [15] with an MBIC penalty, yielding a single changepoint.
A symmetric window of 10 000 observations around this changepoint defines two
temporal segments. For consistency with our notation, we refer to the earlier seg-
ment as the normal regime and to the later segment as the anomalous regime;
these labels indicate temporal order only, not clinical status. A visualization of
the time series is provided in Appendix.

The estimated FT-DFGs are shown in Appendix. The tsLDiffPC-based meth-
ods identify the same set of candidate root causes, namely RR, HR, PAPm,
ABPm and CVPm. The tsDCI-based methods yield a similar result, but leave
an ambiguity between PAPm and CVPm due to an unresolved edge orientation.
The tsiSCAN algorithm identifies RR as the sole root cause. In contrast, tP-
CUnion detects all variables as root causes except SpO2. MicroCause identifies
PAPm and CVPm as root causes, partially overlapping with the variables de-
tected by the difference graph methods. And RCD identifies ST-V, which is not
selected by any other method. Although no ground truth is available, there is
an agreement among most algorithms on PAPm, CVP, and RR.

7 Conclusion

In this paper, we investigated how difference-graph discovery methods can be
leveraged for root-cause analysis in time-series data. Our results demonstrate the
potential of these methods for identifying structural changes associated with ob-
served anomalies. The proposed approaches nevertheless rely on several assump-
tions regarding the underlying causal structure and data-generating processes.
Moreover, their computational cost increases rapidly with both the number of
variables and the maximum time lag considered, which may limit their applica-
bility to large-scale systems.
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